Some of what’snew and what is gone,
as compared to Windows XP
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Windews Vista Versions

Vista Home Basic
VistaHome Premium
Vista Business

Vista Enterprise

Vista Ultimate

Thereisafew other versionsdeveloped for
other regions, which we will not discuss, but
essentially just remove somethe MSmedia
bundled things from the above version
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What's Not In Vista

No more Power Userslocal group
Hardware Profiles Gone

Domain “Log on to:” box gone; user@lomain or
domain\ user, but defaultsto domain it isjoined to

Netmeeting —replaced with Windows Collaborations
MSN Explorer Gone
My prefix —gone, no more My Documents, etc

Boot.ini Gone —replaced with (BCD) Boot
Configuration Data, bcdedit command-line

N o moretext-mode setup
Run gone from start menu, can be added back in
16-bit subsystem gone from 64-bit version




| ike Mark Minasi’s System
Requirements, better then MS

CPU - 2GHz Minimum

Ram —1G Minimum, 2G Recommended
Hard Drive — 5400 RPM Minimum

For AERO interface —128M Video Ram and

DirectX 9 capable graphics card
Resolution — 1024X768




Vista Setup

DVD only, to large for CD’s

Setup first bootsto Window Preinstallation
Environment (WIinPE), dos replacement, then
decompresses the install image onto you hard
drive

Installation ImageisaWindows Image File
(WIM) format, which is afile-based image

Product key determines version isinstalled

N o need to stream line service packs or hotfixes
simply place in upgrades folder, by off-line
servicing WIM




Windows Image File’'s (WIM)

File-based —one image to address many different
hardware configurations, HAL independent, only 2
hal’s 32 and 64 bit

Multiple images within one actual WIM file

Imaging and single instance —reducing size of image
significantly. Pointersto duplicate files

Service image offline with imagex command-line tool
Deploy image to partition of any size

Non-destructive deployment —does not erase the disks
existing content




Vista Deployment Methods

DVD interactive install

DVD unattended install —create Autounattend.xml
answer file using Windows System Image M anager
(WSM) and place in root of bootable Vista DVD, USB
flash drive or Floppy

Network Share —copy Vistainstallation WIM to
network share and place Autounattend.xml at the root
If you prefer unattended

Windows Deployment Service (WDS) — Remote
Installation Service replacement, answer files also
created with WSIM







Vista Licensing/Activation

All Windows Vista Versions must be activated
Telephone or Web

MAK (Microsoft Action Pack) - Each product key can
activate a specific number of computers. MAK
activation isrequired only once, unlessthere are
significant hardware changes

Key Management Service (KM S) — Server activates
Vista clientslocally, recommended for Volume
licensing for clients on network (Bus and Ent only)

Clients have 30 daysto activate or go into reduced
features mode




KMS License Server

Only runson Vista or Longhorn Beta server, 2003
server package available soon

Minimum 25 vista clients before any are activated

Activations good for 180 days, clients renew their
activation every seven days

VM’swill not bring up count

KM SClient count beginsto drop if client does not
check back in within 30 days

Must control which clients can activate against KM S, |
scoped the firewall to EECN subnetsonly (TCP port
1688)

KMSserver found by DNSSRV record |
( VLMCS. tcp.domain) or reg hack, Vista Business and
Enterprise clients only







Miscellaneous things

Hot resizing of disk partitions
Vistais based on 2003 server code

Vista kernel will change with SP1 which will be same
as Longhorn kernel, late 2007

Windows Ultimate Extras —like old Plus! Packages, but
only available for Ultimate.

Better speech recognition

Windows Welcome Center popsup when first log in
unless you disable

RDP —hasdrag and drop, but requires newer client
700 new Group Policies




Backward Compatibility/ Legacy
Application Support

Virtual PC 2007 is going to be afree download for Vista users
when it isfully released

File System and Registry Virtualization - In Windows Vista,
many legacy applicationsthat were not designed to support
standard user accounts can run without modification, using the
built-in file/registry virtualization feature. Flle/reglstry
virtualization gives an application itsown "virtualized" view of
aresourceit isattempting to change using a copy-on-write
strategy. For example, when the application attemptsto write to
afilein the program filesdirectory, Windows Vista glvesthe
application its own private copy of thefilein the user's profile
so the application will function properly.

Microsoft®&" "or ACT5.0isa
tool for IT administrators, power users, or Software vendorsto
create an "Application Compatibility Fix" that allow legacy pre-
Vista applicationsto run in alocked down and secure Vista
environment.




User Interface

Basic Ul —Smilar to XP interface and does not
use any of the features of the GPU

Sandard Ul —Home Basic Only, only software-
based rendering like basic but looks better

AERO Ul (Authentic, Energetic, Reflective and
Open) —rendering is off loaded to GPU to free
up CPU to do other things. 3D flipping, Live
thumbnails, translucent Sart Menu and

taskbar

Classic Ul —resembles 2000 and hides a lot of
Vista new features




User Interface — con't

Uses Indexing Technology for much faster
searching

Start Orb —as soon asyou start typing in the
start menu searching begins

Windows Explorer —collapsible menu’s, Search
pane, Details Pane (Extralarge view), Preview
pane and Navigation pane

SdeBar —with Gadgets, similar to MacOS
widgets
















Security

M S says number one reason to upgrade

Address Space Layout Randomizer —virtually
eliminate remote attacks, system filesload at random

(1-256) memory offsets at every system boot , vice same
location asin XP

Windows Defender —configurable via policies, not
same version that isdownloaded for XP, default install

Windows Firewall —full inbound and some outbound
protection

Phishing Filter —in Windows Mail (outlook
replacement) and |E7

Windows Update —can update 39 party apps
Parental Controls




Security Cont

BitLocker — Enterprise and Ultimate only,
encryptswhole hard drive. TPM 1.2 bios or
USB drive. Used mainly for laptops.

PatchGuard — 64 Bit Vista, XP and 2003. Only
digitally signed drivers or system shuts down.
Can NOT beturned off




Security - UAC

User Account Control (UAC) similar to linux and
MacOS X

With UAC when a user performs atask requiring
admin priv aconsent Ul popsup, when this happens
UAC will gray the screen, and consent Ul will be the
only accessible box, thisis called “ Secure Desktop”

Consent Ul - color bar across top changes depending
on signature (MS= Teal, Others = Gray, No Sg=0rqQ)

Admin login getstwo tokens — Administrator Token
(AT) and Standard User Token (SUT), split token,
admin runswith SUT and isonly elevated to AT after
clicking OK to Consent Ul




When UAC raises Consent Ul

Right-click “Run as Administrator”

Set shortcut or EXE “Compatibility Tab” set to “Run
this program as an administrator”

Vista guessesits an installer —ie setup.exe, install.exe
Program Compatibility Assistant marksiit
Sysmain.sdb has marked it as needing elevation

If started by an EXE that is elevated

Manifest’s —xml filein dir of app or embedded into
app with “requireAdministrator” set







Security - WIC

Windows Integrity Control (WIC) —New access control that lies
above ACL’s

WIC isintended to protect a system from malware and user error
by developing different levels of trust, or Integrity Levels (IL)

ILs are a Mandatory Integrity Control and override discretionary
controls such as N TFSfile and folder permissions, DACL’s
Integrity levels are primarily used to prevent write
access while allowing read and execute access

no changes unless IL>=0bj IL (blockswrites from lower level IL’S).

|cacls.exe/ chml.exe —command-line tools for viewing/ modifying
IL, if no label/ unassigned medium IL level




WIC — Integrity Levels

0000 “untrusted” — (anonymous logons)

1000 “low” — (Everyone Group)

2000 “medium” — (users and unlabeled objects)
3000 “high”™ — (Administrators)

4000 “system” — (filesowned by the O

5000 “application installer”

Hex Values

E7 protected moderunsat “low” IL

L level of medium isthe default if not labeled




WIC

When a user logs on, Windows Vista assigns an
Integrity SID to the user’s access token. The SID
Includes an integrity label that determines the level of
access the token/ user.

Files, folders, pipes, processes, threads, window
stations, registry keys, services, printers, shares,
Interprocess objects, jobs, and dlrectory objects - all
receive an integrity SID

Before checking user access, Vista checks IL of user and
comparesto IL of object (user IL >= object IL) then user
can write to or delete object, that is of course only if
you have ACL permissions

Process |L can be seen with Process Explorer download
from System Internals/ MS(worksfor MSnow)







WIC

Exception —well not really an exception but awork-around. | was ableto
Kill processesthat wererunning with IL= System as an administrator (IL
= High), confused | emailed Mark Minasl, hisreply below.

There® a so-called "broker" processthat doesit. Services.exerunsas
System, but it® programmed to take commands from uslowly High
(Admin) types. The key isthat when Ken (I1L=3000) while running
Services.M SC, th Services snap-in, transmits a request to, say, the BITs
Service (IL= 4000) he® not stopplng BITs... heisASKING BITSto stop.
(More specifically, Ken ASKS Services.exe to ask BITSto stop.) Passing a
message is one kind of communication between processes; ILs only
handle a subset of communications, like a delete command.

Hey, by the way, |®e learned some other stuff since that talk. YOU can
Issue commands as System by using the new psexec from

with the new -s (run as system) command. Now |
can create folders and fileswith IL=4000 and modify and delete them.
ALSO, you can create a WinPE boot disk, which runsyou as System. Very
Interesting stuff! |@ going to write it up soon, but for now you can read
my Newsletter #59 if you@e interested in Windows PE. It&@on my Web
site.




Vista Next Generation TCP/IP Stack

Completeredesigned, XP/ 2003 based on early 1990’s design
Dual IP layer architecture—1Pv4 and IPv6
Network Auto-tuning and Optimization Algorithms

Vista can dynamically increase or decrease the TCP Receive
Window to fully utilize the capacity of a connection (problems
with some NATYS)

Compound TCP (CTCP) - For TCP connectionswith alarge TCP
Receive Window size and a large bandwidth-delay product, CTPT
N ext-Generation TCP/ |P stack aggressively increases the amount
of data sent

Explicit Congestion Notification (ECN) —if congestion is detected
ECN dramatically lowersthe TCP sender’s transmission rate

M S claims much better throughput
2003 SP1 100M NICs—10Mbpsthroughput
Vista 100M NICs—-80Mbpsthroughput




Performance

AERO - offloads on-screen rendering to GPU

Windows ReadyDrive —next generation hybrid HD’s, HD with
(1G or more) of non-volatile flash mem, brings out of sleep mode
much quicker, like more cache

Windows ReadyBoost — USB-like storage devices can be setup to
act like additional RAM, datato USB deviceisencrypted

Windows Experience Index —rates PC’s performance on scale of 1-
5.9, rates processor, memory , graphics, gaming graphics and
primary HD. Takeslowest score. MSishoping software vendors
will use this score to determine if their software will run

Windows SuperFetch —frequently-accessed apps will start more
quickly

Ascompared to XP Vistareguires moreresourcesto run asyou
have seen from the System Requirements. My laptop runs at
about 620M Ram with nothing open.




Reliability — better then XP

Reliability Monitor —monitors system from setup and
goesdown as errorsoccur, scale 1-10

Windows Shadow Copy — 2003 srv also, creates
shadow copies of files that have been modified since
last restore point was made (Bus, Ent, Ult)

Windows Complete Backup —store a compressed
version of entire PC installation called image. Imageis
a snapshot of PC (uses Virtual Hard Disk VHD
format), originally developed for Virtual PC, requires
second NTFSHD or recordable DVD.

Security Features make morereliable, PatchGuard,
WIC, UAC, etc







Problem

Will not work with MTU.EDU kerberosrealm
until MIT KDC Isupgraded to 1.4.3 we are
presently at 1.4.2. (not tested as of yet)

This has been fixed with the kerberos upgrade
last night, now at ver 1.4.4




Conclusion

The biggest change to Vistais Security, though it is
better, Symantec, which isnot happy with someof MS
security measures, because it breaks some of their code,
predictsit isonly a matter of time before hackersfigure
out how to how to escalate integrity levels, and wrote
an 18 page document on it.

http:/ / www.symantec.com/ avcenter/ reference/ Wind
ows Vista Security Model Analysis.pdf

Become familiar with Vista but | don’t feel you need to
deploy right away, should wait until you upgrade PC’s




